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introduction :

PfSense est une distribution open source de FreeBSD, con¢ue pour agir comme pare-feu et
routeur avec une gestion conviviale via une interface Web. Doté de fonctionnalités telles que
le pare-feu, le NAT/PAT, le relais DHCP/DNS, le proxy, le VPN et le hotspot Wi-Fi, PfSense offre
une solution compléte pour sécuriser et gérer les réseaux.

Helcome to pfSense

Boot Multi user [Enterl
Boot Single user
Escape to loader prompt
Reboot

. Cons: Serial

Options:
6. KBernel: default- kernel (1 of 1)
7. Boot Options

Autoboot in B =seconds. [Spacel to




Installation de PfSense :

Installation dans une VM dediée : L'image est installée dans une machine virtuelle
(VM) dédiee, ou le processus de configuration démarre automatiguement.

pfSense Installer

Copyright(c) 2884-2A16. Electric Sheep Fencing, LLC (TESF").
All Rights Reserwved.

Copyuright(c) 2814-2823. Rubicon ComMunications, LLC d-b-a Hetgate
("Netgate™).
All Rights Reserwved.

All logos, text, and content of ESF andsor MHetgate, including underlying
HTML code, designs, and graphics used andsor depicted herein are
protected under United States and intermnational copyright and trademark
lamws and treaties, and may not be used or reproduced Without the prior
express Written permission of ESF andsor Hetgate.

"pf3ense” is a registered trademark of ESF, exclusively licensed to
Hetgate, and may not be used without the prior express written

permizsion of ESF andsor Hetgate. All other trademarks shown herein are
2b%

[Accept]




Installation de PfSense:
Pendant l'installation, les interfaces réseau sont configurées, avec une

identification du WAN (Wide Area Network) et du LAN (Local Area Network).

FreeBSD version 10 and earlier 64-bit - VMware Workstation 17 Player (Non-c = L b
Player «

enerating RRD graphs...done.

starting syslog...done.

starting CRON... done.

1fSense 2.6.B-RELEASE amdb4 Mon Jan 31 19:57:53 UTC 2822

jootup complete

reeB5D/amdbd4 (pfSense.home.arpal (ttyvB)

Muware Uirtuwual Machine - Netgate Device ID: 1H7ed43b47aal8cB83443
*#% llelcome to pfSense 2.6.HB-RELEASE (amdb4) on pfiense ==
HAN (wan) -> emHd -> vd-/0HCP4: 192.168.41.128-24

H) Logout (55H only) 9) pfTop

1) As=sign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfiense tools

4) Reset to factory defaults 13) Update from console

51 Reboot system 14) Enable Secure Shell (=shd)
b) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPH

8) Shell

nter an option:

VMware Tools enables many features and improves
mouse movement, video and performance. Log in to the Install Tools Remind Me Later  Never Remind Me
guest operating system and click "Install Tools".



vities ¥ Firefox Web Browser 12:55 Syl 21 _

@ | "Zi pfsense- Login

= O & https://192.168.41.128

[Fisense

SIGN IN

SIGN IN



i 192.168.41.128

Web site address

https://192.168.41.128

Username

admine

Password

pfsense




@ @ server Not Found * @& Logins & Passwords x Bl pfSense.home.arpa- Wiz x

U G https://192.168.41.128/wizard.php?xml=setup wizard.xml

ARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup /

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the logo image at the top of the screen.

pfSense® software is developed and maintained by Netgate®




VMware Workstation 17 Player

Error while powering on: The process cannot
access the file because another process has
locked a portion of the file

Cannot open the disk 'C:\Users\USUARIO
\Documents\Virtual Machines\FreeBSD version
10 and earlier 64-bit\FreeBSD version 10 and
earlier 64-bit.vmdk' or one of the snapshot disks
it depends on.

Module 'Disk’ power on failed.

Failed to start the virtual machine.
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s firewe gs are now reloa in the background.
The changes have been applied successiully The firewall rules are now reloading &

Manitor the Tillér redoad progress

Floaling WAMN LAN

Rules (Drag to Change Order)

] States Protocol Source Port Destination Port Gateway Queue Schedule Descri|
v 0/08 ° ’ . LAN Address 443 * . Anti-L
80
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Defau

Defau
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use nointer outside or press Ctrl+Alt. ) &) G) [
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Configuration de l'interface LAN : AR
L'utilisateur peut modifier l'adresse =
IP de l'interface LAN et changer les T -

identifiants par défaut du compte = E ——

admin de PfSense.  —

LHCE
i

L -
2N 1I‘ 4

WHFpisense Setup / Time Server Information

Time server hostnam:




Configuration de l'interface LAN :
L'utilisateur peut modifier |'adresse
IP de I'interface LAN et changer les
identifiants par defaut du compte
admin de PfSense.

eneral Information

i DN S ETVETS ':-_‘_-.' chiem qUEﬂEi ﬁﬁ
. rer and enable DNS Ques




Configuration de l'interface LAN : —
L'utilisateur peut modifier 'adresse E St e MTU f the WAN inertace I s i bk an MU o 452 YRR
IP de l'interface LAN et changer les s
identifiants par defaut du compte el i ft lnk,an MSS of 1902 e tor Pt o e
admin de PfSense. — o

Static IP Configuration

IP Address
Subnet Mask

Upstream Gateway

DHCP client configuration

DHCP Hostname

THCP lease. Son

PPPoE configuration



Configuration de l'interface LAN :

L'utilisateur peut modifier |'adresse " PPPoE Username
IP de l'interface LAN et changer les | e—
identifiants par défaut du compte Stow PPPoE passwort
admin de PfSense. PPPOE Service name

PPPoE Dial on demand

PPPoE Idle timeout

PPTP configuration

PPTP Username

e 1 L e (BT . i _M



Configuration de l'interface LAN :
L'utilisateur peut modifier |'adresse
IP de I'interface LAN et changer les
identifiants par défaut du compte B Pasewo
admin de PfSense. Adrin Password A

et Admin WebGU| Password

pfSense i developed 4 | Netgate



Regles LAN -> WAN :

Par défaut, toutes les connexions |
sont autorisées, mais |'utilisateur peut ' EEEEmETI
ajouter des regles pour controler le i
trafic. Les regles définissent des
actions telles que Pass (autoriser),
Block (bloguer) ou Reject (rejeter).

Admin Password

pfSense is developed and ' Netgate



adrnln@‘l 92.168 41 130 (Local Datahase)

-.--..-_

Vendor: Phoenix Tuchnologies LTD
Version: 6.00
Release Date: Thu Nov 12 2020

26 G-RELEASE (amd64)
built on Mon Jan 31 19:57:53 UTC 2022
FreeBSD 12 S-STABLE

Unabie fo check for upda tes

11th Gen Intel(R) Core(TM) i7-119567 @ 2.90GHz =
AES-NI CPU Crypto:; Yes {Inactwe) |
: GAT Cryptu N o
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' el .: |
- Choo: e what to do with packets that match the criteria specified below. | Rt ¢

- Hint the difference between block and reject is that with reject, a packet (TCP RST or ICN P port
- whereas with block the packet is dropped silently. In either case, the original packet is discarded.

[] Disable this rule

.Sat this option to disable this rule without removing it from the list.

e

[WaN-

Choose the interface from which packets must come to match this rule.

W

IPv4
Select the Internet Protocol version this rule applies to
Choose which IP protocol this rule should match

e MR

E] Invert match

i

T i




[J Invert match | Networl .

-

8 g'-i.-
¢ Hitle Advanced K

%
The Source Port Range for a connection is typically random and almost never equal to the destination port. Inm -8
B its default value, any oy
QRS | PR L -
L

i Source Port Range FTP (21) v . '

I']“ Iif1|Il W | il

{
i o
. From Custom I Custom :
.I j: .-“*I il Wrce port or _'-'!. 'I r i s rule N ield w be lefi TI' :T—"-r-lif..' 'I|1F_‘HFI'QE Slngle m \
R T 1 —

Destination ] Invert mgtch Network

Destination Port Range STV ;

Extra Options

[ usw

Description



Conclusion :

La mise en ceuvre d'un pare-feu PfSense offre une solution complete et conviviale pour sécuriser et
gérer les réseaux. A travers des étapes d'installation et de configuration bien définies, les utilisateurs
peuvent beneficier de fonctionnalités avancees tout en maintenant un niveau élevé de sécurite.



