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1. Configuration de CACTI :

Aprés avoir suivi les étapes d'installation de Cacti, nous sommes arrivés aux étapes
suivantes :

e Login:

Login to Cacti

Kali Linux g KaliTools w KaliC lacking DB % OffSec

Save password for http:

Not now

User Login

Enter your Usetname and Password below
Usemame 0

Password weees|

% Keepme signed in

Access Denved! Logi Failed.

o Vérifions l'installation de tous les composants : mysql , PHP....:

Cacti Server v1.2.29 - Installation () g o
Pre-installation Checks
Location checks Ww

Recommended Value| Comments

MySQL 5.6+ and MariaDB 10.0+ are great releases, and are very good versions to choose.
version 11.4.4-MariaDB-3 >=5.6 Make sure you run the very latest release though which fixes a long standing low level
networking issue that was causing spine many issues with reliability.

When using Cacti with languages other than English, it is important to use the

copation Server Ui uicode of S UMb unioode df utf8mb4_unicode_ci collation type as some characters take more than a single byte.

o o ufBmb4 = utfBmbd When using Cacti with languages other than English, it is important to use the utf8mb4
character set as some characters take more than a single byte

chiuncter seb chent utiBmbd = utiemba When using Cacti with languages other than English, it is important to use the utfémb4
character set as some characters take more than a single byte.
Depending on the number of logins and use of spine data collector, MariaDB will need many

" connections. The calculation for spine is: total_connections = total_processes *

max_connections 151 >= 100 3
(total_threads + script_servers + 1), then you must leave headroom for user connections,
which will change depending on the number of concurrent login accounts.

T ol it e e e With Remote polling capabilities, large amounts of data will be synced from the main server

to the remote pollers. Therefore, keep this value at or above 16M.

If using the Cacti Performance Booster and choosing a memory storage engine, you have to
be careful to flush your Performance Booster buffer before the system runs out of memory
table space. This is done two ways, first reducing the size of your output column to just the
right size. This column is in the tables poller_output, and poller_output_boost. The second
max_heap_table_size 128M>=30.84 M thing you can do is allocate more memory to memory tables. We have arbitrarily chosen a
recommended value of 10% of system memory, but if you are using SSD disk drives, or
have a smaller system, you may ignore this recommendation or choose a different storage
engine. You may see the expected consumption of the Performance Booster tables under
Console -> Svstem Utilities -> View Boost Status.

Previous Next

o Vérifions binary locations :



PHP Binary Path @

RRDtool Binary Path @
snmpwalk Binary Path @
snmpget Binary Path @
snmpbulkwalk Binary Path @
snmpgetnext Binary Path @

snmptrap Binary Path @

Critical Binary Locations and Versions

Make sure all of these values are correct before continuing.

luss/bin/php
Jusr/bin/rrdtool
Jusr/bin/snmpwatk
fusr/binfsnmpget
Just/bin/snmpbulkwalk
[usr/binfsnmpgetnext

{usr/binfsnmptrap

Sendmail Path @

Spine Binary File Location @

Spine Config File Path @

Cacti Log Path @

Poller Standard Error Log Path @

RRDtool Version @

[usr/sbin/sendmail
Jusr/local/spinefbin/spine
Ivarfwwwihtmi/cactiflog/cacti.log

fvarfwwwihtml/cactiflog/cacti_stderr.log

RRDtool 1.7.2+ -

00030000 0BOQ

Previous | Next ‘

e Enfin, Cacti est prét :

Console | Graphiques | Rapport | Logs

Console:

. Authentfié comme admin « |

A Gestion

O Automatisation
W Prereglages

= Importer/Exporter
= Configuration
itaires

% Depannage

I Consol Vous étes maintenant connecté & Cacti. Vous pouvez suivre ces étapes de base pour commencer.

« Créer des équipements pour le réseau
« Créer des graphiques pour vos nouveaux équipements
« Voir vos nouveaux graphiques

Version 1.2.29.

2. Configuration de GNS3 :

e Aprés avoir suivi les étapes citées dans la documentation GNS3, nous avons pu
l'installer correctement :



25 docs.gns3.com/docs/getting-started/installation/linux/

ve » YouTube 1 Gmail ChatGPT DeepSeek  jn Linkedin o3 Outlook ENSA Khouribga (@) 1G J Sandbox SecDojo “ All labs | Web S;

Documentation Appliances

Getting Started
" Getling Started Installation Linux

What is GNS3?

Installation GNS3 Linux |nSta"

Windows
e Ubuntu-based distributions (64-bit only)
Linux These instructions are for Ubuntu and all distributions based on it (like Linux Mint).
ESXi

sudo add-apt-repository ppa:gns3/ppa
Remote Server sudo apt update

Download the GNS3 VM sudo apt install gns3-gui gns3-server

Download for Windows 32-
bit (when prompted whether non-root users should be allowed to use wireshark and ubridge, select ‘Yes’ both times)

e Téléchargent Routeur C3725:

c 2% sysnettechsolutions.com/en/cisco-ios-download-for-gns3/

A Google Drive OneDrive » YouTube 1 Gmail ChatGPT DeepSeek in Linkedin 0% Outlook ENSA Khouribga @ I1G Browser-San

03725 124254  COr2>-adventerprisekd- 128 MB  Download
o mz.124-25d.bin

Table of Contents

c3725-adventerprisek9-

GNS3 Supported 3725 12.4.15T14 256 MB D load
Cisco Ronter TOS ¢ mz.124-15.T14.bin ownioa
Images
Rosmlosd c3745-adventerprisek9-
Using Cisco 108 c3745 12.4.25d mz.124-25d.bin 256 MB Download
Network Devices
with More
Performance c3745-adventerprisek9-

c3745 12.4.15T14 256 MB Download

mz 124_41K T44 hin

Filter

W) 3725

e Mettons la topologie :

NMSCACTI

192.168.122.1

VIRBRO

e Configurons les routeurs:



R3#show ip interface brief
IP-Address ? Status

FastEtherneto/o 192.168.122.2 up up

Serialo/o unassigned administratively down dow

FastEtherneto/1 192.168.1.1 up up
FastEthernet1/0 unassigned administratively down dow

R3#ping 192.168.122.1

ip route 192.168.3.0 255.255.255.0 192.168.1.2

Gateway of last resort is not set

C 192.168.122.0/24 is directly connected, FastEtherneto/1
C 192.168.1.0/24 is directly connected, FastEtherneto/0

S 192.168.2.0/24 [1/0] via 192.168.1.2

S 192.168.3.0/24 [1/0] via 192.168.1.2

IP-Address ? Method Status
FastEtherneto/0 192.168.2.2 NVRAM up up
[Serialoe/o unassigned NVRAM administratively down down
FastEtherneto/1 192.168.3.1 NVRAM up up

FastEthernet1/0 unassigned NVRAM administratively down down

R21f

ip route 192.168.122.0 255.255.255.0 192.168.2.1

Gateway of last resort is not set
192.168.122.0/24 [1/0] via 192.168.2.1
192.168.1.0/24 [1/0] via 192.168.2.1

S
S
C 192.168.2.0/24 is directly connected, FastEtherneto/0
C 192.168.3.0/24 is directly connected, FastEtherneto/1
R

Mar 1 00:00:08.787: %LINK-5-CHANGED: Interface FastEthernet1/0, changed state
o administratively down

IP-Address ? Status

astEtherneto/o 192.168.2.1 up up

feriale/oe unassigned administratively down down

astEtherneto/1 192.168.1.2 up up

astEthernet1/0 unassigned administratively down down

ip route 192.168.3.0 255.255.255.0 192.168.2.2
ip route 192.168.122.0 255.255.255.0 192.168.1.1



ateway of last resort is not set

192.168.122.0/24 [1/0] via 192.168.1.1
192.168.1.0/24 is directly connected, FastEthernet0d/1
192.168.2.0/24 is directly connected, FastEthernet0/0
192.168.3.0/24 [1/0] via 192.168.2.2

e Configurons CLOUD:

Node properties x
Cloud1 configuration
Ethernet interfaces TAP interfaces UDP tunnels Misc.
Add Addall Refresh
show special Ethernet interfaces
@ Help X Reset ~ Apply x Cancel
) .
Apres :

e ]
NMSCACTI configuration

Ethernetinterfaces | TAPinterfaces | UDPtunnels | Misc.

Add Addall Refresh Delete

Show special Ethernet interfaces

? Help. X Reset v Apply X Cancel

valid lft forever preferred lft forever
: virbro: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default qlen 1000
link/ether 52:54:00:9c:e1:68 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 sco[ Mt EYSRARSTg)
" valid_1ft forever preferred_1ft forever
4: gns3tap®-1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel master virbr@ state UNKNOWN grou
link/ether 2e:76:eb:fb:46:47 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 scope global gns3tap0-1
valid_1ft forever preferred_1ft forever

¢

: /home/david# ip route add 192.168.1.0/24 via 192.168.122.2
:/home/david# ip route add 192.168.2.0/24 via 192.168.122.2
: /home/david# ip route add 192.168.3.0/24 via 192.168.122.2
: /home /david# |J

per line. End with CNTL/Z.




e Configurons PC1:

Testons connectivité du pc1 vers Cloud :

Trying 127.0.0.1...
Connected to localhost.
Escape character is '~]'.

PC1>

PC1>

PC1> ip 192.168.3.2 255.255.255.0 192.168.3.1
Checking for duplicate address...

PC1 : 192.168.3.2 255.255.255.0 gateway 192.168.3.1
PC1> ping 192.168.122.1

84 bytes from 192.168. icmp_seq=1 ttl=61 time=40.699
84 bytes from 192.168. icmp_seq=2 ttl=61 time=41.800
84 bytes from 192.168. icmp_seq=3 ttl=61 time=54.642
84 bytes from 192.168. icmp_seq=4 ttl=61 time=47.782
AC

3. Configuration de SNMPv3 :

e Sur le routeur R2 exécutant ces commandes :

snmp-server group MonGroupe v3 priv

snmp-server user MonUtilisateur MonGroupe v3 auth sha MonMotDePasse priv aes 128 MaCleDecChiffrement

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#snmp-server group MonGroupe v3 priv
R2(config)#$ v3 auth sha MonMotDePasse priv aes 128 MaCleDeChiffrement
R2(config)#
1 00:03:05.823: Configuring snmpv3 USM user, persisting snmpEngineBoots. Please Wait...

: S snmpwalk -v3 -u MonUtilisateur -1 authPriv -a SHA -A MonMotDePasse -x AES -X MaCleDeChiffreme
STRING: "Cisco IOS Software, 3700 Software (C3725-ADVENTERPRISEK9-M), Version 12.4(15)T14, RELEASE SOFI

echnical Support: http://www.cisco.com/techsupport
opyright (c) 1986-2010 by Cisco Systems, Inc.
ompiled Tue 17- -10 12:08 by prod_rel_team”
Ls0.3.6. 1s0.3.6.1.4.1.9.1.122

i 6 meticks: (315580) 0:52:35.80

RING: "R2"

INTEGER: 78
Timeticks: (0)
1 0ID: iso
0ID: iso
0ID: iso
0ID: iso
0ID: iso
0ID: iso
0ID: iso
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4. Configuration de cacti :
e Ajout d'un Hote dans Cacti :



oy

iescription @ R22

om d'hote @ 192.168.2.2
mplacement @ Aucun -
ssociation du collecteur @ Main Poller -

ite de I'équipement @ Edge ~

lodéle d'équipement @ { Generic SNMP Device v ]
ombre de Threads pour la collecte @ %d Thread(s) v
‘ésactiver I'équipement @ '3

ersion de SNMP @ Version3 =
‘ommunauté SNMP @ public

iveau de sécurité¢ SNMP @ authPriv. »
rotocole SNMP Auth (v3) @ SHA -

om d'utilisateur SNMP (v3) @ MonUtilisateur

lot de passe SNMP (v3) @ sessssereenes

rotocole de chiffrement SNMP (v3) @ AES-128  ~

lot de passe SNMP (v3) @ R amasacasscaancs

‘ontexte SNMP (v3) @

Site Any ~ Data Collector Any ~ Template Any ~  Location All v n Clear Export

Search Enter a search ter Q Status Any ~ Devices Default -

Local Linux Machine localhost 1 4 s Jp N/A NA 011 0 0 1009% []
snmpv3 SNMPV3 2 0 0 up NA 0 0 0 100% []

L Choose an action - n

ted Graph Templates

Graph Template Name

1) Cisco - CPU Usage Is Being Graphed (Edit) X
2) Device - Polling Time Is Being Graphed (Edit) x
3) Device - Uptime Is Being Graphed (Edit) X
4) SNMP - Generic OID Template Not Being Graphed X
5) Unix - Ping Latency is Being Graphed (Edit) x

Add Graph Tempiate ~ ACME CPU Usage (Smin.) ~ Add

Associated Data Queries

Data Query Name Re-Index Method [Sxams
1) SNMP - Interface Statistics None  Uptime  Index Count Success [32 Items, 3 Rows] s x

Add DataQuery  Acme SD Combined Session Stats »  Re-Index Method ~ Uplime ~ Add

Return

Logged in us admin ~ ||




Création de ‘ TREE’:

Tp1_SNMP

Manual Ordering (No Sorting)  ~

ceseme 0

Graph Trees

W Main Console

Q Trees ocaut  ~ [P cew 1 on

Default Tree 1Yes No
Graphs Tpl_SNMP. 2Yes No

Graph Name

4 Local Linux Machine (iocaihost)
4 RouterR? (192.168.2.2)

P2 Local Linux Machine - Load Average

PR Local Linux Machine - Logged in Users
B2 Local Linux Machine - Memory Usage
b2 Local Linux Machine - Processes

2 RouterR2 - CPU Usage

B2 RouterR2 - Ping Latency

2 RouerR2 - Poling Time

Résultats :



routewr K2 - Poing Time

B B

Euraatald slacs ecaies Yaies

ReterR2 - Trafe - Fal0 ) g RenerR2 - Teatle - Falr]

RouserR2 - Uptime

B ®

All 7 Graphs

Partie 4 : Simulation d’une Panne et Réception d’Alerte sur

L’installation et la configuration de plugin thold :

$ sudo git clone https://github.com/Caq

ti/plugin thold.git thold

into 'thold'...
: Enumerating objects: 8112, done.
: Counting objects: 100% (121/121), done.
: Compressing objects: 100% (69/69), done.
Total 8112 (delta 84), reused 71 (delta 52), pack-reused 7991 (from 4)
Receiving objects: 100% (8112/8112), 9.45 MiB | 319.00 KiB/s, done.
Resolving deltas: 100% (6230/6230), done.




L’activation de plugin depuis l'interface web de Cacti :

Search & sarch term Q Staws Al -~ Pugins Defast ~ Go Clea

‘P!ugn Name ¢ 'D'ugm Description

R Thoid Thweshokis Active The Cacti Group 182

Name @ critic

Description © natification pour glels crisque
Enabled © 1

To Emall Addresses © khsalmasalma2003ggmad.com

BCC Emall Addresses @

* La configuration de Thresholds I'interface Fa0/0O-status-:

Thres

Threshold Creation Creqia

Create Type @ Non Templated  «

Device @ Touteur R2 -

Graph © routeur R2 - Status - Fal/l -
Data Source © int_status -

Creae

Important Note: This Threshoki will NOT be Templated and will only work on existing Graphs. if you wish to both Create the Graph and the Th y. select

Template from the drop down and continue until the ‘Create’ button appears.

cted Graph

routeur R2 - Status - Fa0/l

104
08
08
o7
o6
5 05
04
03
02
o1
90 6o 30 20 200 w00 0200 o 0600 0000 1000 1200 1400
From 2025<03-0% 139:17:49 To 202%-03-10 135:315:0
>
L EEE—
Dapcdputen: routeur R2 - Status - Fa0/1
:::o:’:z“unm 102 ;su:.:.tnu 10 i
09
Associated Graph (Geaphs using this 08
RRO): 0.7
22 - pnsteur M2 - Sl - Fal) o 06 !
g2 o5
® 04
03
0.2
01
00+ - - - - - - - - - - - - - —_—
16:00 ¢ 20:00 ¢ 00:00 & 04:00 o 0800 o 12:00
From 2025-03-09 15:18:56 To 2025-03-10 15:18:56
B Current status: 1.00

(1 =Up | 2 = Down)

oo _sams  new thold
Last A i




int_status  new thold
Lost WA n/a

abled Inform!
Template Propagasion Enabled @ t
Template Name © Not Templated
Enabled at Threshold Level @ t) |
Name (Displayed) @ routeur R2 - Status - 192.166.2.2 - FalV1 fint_status]
Name (Format) © |data_source_description] [[data_source_namel]
Warning HRULE Color @ .Cncb Color (F51D30) -
Alert HRULE Color @ B chm Pepper(C11 ..~
Graph Timespan @ LastDay ~
Skip Scaling on HRULES @ t
Weekend Exemption @ t
Disable Restoration Email @ t
Acknowtedgment Options @ i ) None Required
Susopendible Notification 5
Weekend Exemption €@ t
Disable Restoraton Emall @ t
Acknowledgment Opsons © ¥) None Required
Suspendde Notification
Persstert Acknowledgment
Thireshold Type © Hgh/low ~
Re.Alert Cycle © Nevet
Whaming - High | Low Setiings
High Threshold ©
Low Threshold @

Broach Duration @

Aot - Hgh [ Low Settings

High Theeshold © 1
Low Thteshold © 0
Breach Dumntion © SMetes.  ~

Data Mang

Data Manipulation

Data Type © ExactValue  «
Show Units @ t
Force Units Suffix @
Decimal Digits to Display @ Auto -
Notification Settings
Warning Notification List © None =
Alert Notification List @ critic -
Style/Format File @ Standard Formating (defoult. format)
Alent Emails ©
4
Warning Emails ©



Graph Data

s By Oese routeur R2 - Status - Fa0/1

Touteur R2 - Status - 192.168.2.2 - Fadil

Associated Graph (Graphs using this 0.8
RRD): 0.7

22 - rouAew R2 - Sanus - Falvl - 06

status
(=4
w

16:00 ¢ 20:00 ¢ 00:00 o 04:00 o 08:00 o 12:00 o
From 2025-03-09 15:34:29 To 2025-03-10 15:34:29
[@ Current status: 1.00

(1 = Up | 2 = Down)

Threshold Alert/Warning Values
B Alert Hi for routeur R2 - Status - 192.168.2.2 - Fa0/1 [int_status] (1)
B Alert Low for routeur R2 - Status - 192.168.2.2 - Fa0/1 [int_status] (0)

int_stasus. new thold
Last L AHE TALEE0 wa

[cm[am]wIthM

[ comom




