Rapport de TP openssl

Presentation generale :

OPENSSL(1SSL) OpensSSL OPENSSL(1SSL)

NAME
openssl - OpenSSL command line program

SYNOPSIS
openssl command [ options ... ] [ parameters ... ]

openssl list standard-commands | digest-commands | cipher-commands |
cipher-algorithms | digest-algorithms | mac-algorithms | public-key-
algorithms

openssl no-XXX [ options ]

DESCRIPTION
OpenSSL is a cryptography toolkit implementing the Secure Sockets Layer
(SsL v2/v3) and Transport Layer Security (TLS v1) network protocols and
related cryptography standards required by them.

The openssl program is a command line program for using the various
cryptography functions of OpenSSL's crypto library from the shell. It
can be used for

Manual page openssl(lissl) line 1 (press h for help or g to quit).

OPENSSL-CMDS(1SSL) OpenSSL OPENSSL-CMDS(1SSL)

NAME
asnlparse, ca, ciphers, cms, crl, crl2pkcs7, dgst, dhparam, dsa,
dsaparam, ec, ecparam, enc, engine, errstr, gendsa, genpkey, genrsa,
info, kdf, mac, nseq, ocsp, passwd, pkcsi1i2, pkcs7, pkcss, pkey,
pkeyparam, pkeyutl, prime, rand, rehash, req, rsa, rsautl, s _client,
s_server, s_time, sess_id, smime, speed, spkac, srp, storeutl, ts,
verify, version, x509 - OpenSSL application commands

SYNOPSIS
openssl cmd -help | [-option | -option arg] ... [arg]

DESCRIPTION
Every cmd listed above is a (sub-)command of the openssl1(1)
application. It has its own detailed manual page at openssl-cmd(1).
For example, to view the manual page for the openssl dgst command, type
"man openssl-dgst”.

OPTIONS
Among others, every subcommand has a help option.

-help
Manual page rand(issl line 1/61 25% press h for help or g to quit

Générateur pseudo aléatoire :

S openssL rand

Pdcadafl19e9632Ff2f8cde®3e40TB05592



Clés secretes

S touch test

: $ openssl enc -bf-cbc -in test -out test.chiffre
enter BF-CBC encryption password:
Verifying - enter BF-CBC encryption password:
*** WARNING : deprecated key derivation used.
Using -iter or -pbkdf2 would be better.
Error setting cipher BF-CBC
40D733A6A67F0000:error:0308010C:digital envelope routines:inner_evp_generic_fetch:uns
upported:.. /crypto/evp/evp_ fetch.c:349:Global default library context, Algorithm (BF-
CBC : 11), Properties () I

:~S .

: S openssl enc -bf-cbc-d -in test.chiffre -out test.d
echiffre
enc: Unknown cipher: bf-cbc-d
enc: Use -help for summary.
40F7FAC3377F0000:error:0308010C:digital envelope routines:inner_evp_generic_fetch:uns
upported:.. /crypto/evp/evp_fetch.c:349:Global default library context, Algorithm (bf-
cbc-d : ©), Properties (<null>)

Soyez vu lors des recherches

Avec Google Ads, touchez des clients dans la recherche, s

bseddl1O05529b20cbOa3ddasebl15es5267CcC

beeddl1O0O559b20cb0Oa3ddaebls5es5267cc : motdepasse

Ca ™Md5 Encrypt & Decrypt

Soyez vu lors des recherches

42b4d74317a4a6a995b1324b2ab7a75a

Un ou plusieurs hashs ne semblent pas valides.

: S opensslL enc -des-ede-cbc -d -in aDechiffrer.crypt -out fichiler_dechiffrer.txt -pass pass:printemp

** WARNING : deprecated key derivation used.
sing -iter or -pbkdf2 would be better.
:$ cat fichier_dechiffrer.txt

April 25th, 2023;

e are in ENSA of Khouribga, Moulau Sultan Sulimane University of Beni Mellal;

ello IRIC Students

if you come to read this message, this means you have successfully decrypted the targeted file.

Congratulations 11!

kee you in next labs




Propriétés de Fichier_dechiffrer.txt >

Général

Nom

Type
Taille

Dossier parent

Dernier acces
Derniere modification

Date de création

Général

Permissions Ouvrir avec

Fichier_dechiffrer.txt

document texte brut (text/plain)
268 octets

Jhome/daoudail

59:32:13 2024, _ls 28
42:33:13 2024 , 4w _lo 28
59:32:13 2024, 4w _ls 28

Propriétés de aDechiffrer.crypt b4

Permissions

Nom

Type
Taille

Dossier parent

Dernier accés
Derniére modification
Date de création

o= =]
‘OO0
o=D
=00

aDechiffrer.crypt

Binaire (application/octet-stream)
288 octets

/home/daocudai

04:12:14 2023, L .l 25
26:11:14 2023, L .l 25
43:17:13 2024, ,0,le 28

Propriétés de aDechiffrercrypt £

GéEnéral

Permissions

=00
‘00K
[S[%s]
=00

Nom aDechiffrer.crypt

Type Binaire (applicationfoctet-stream)
Taille 288 octets

Dossier parent /home/daouda1l

Dernier accés 04:12:14 2023, L _.1 25
Derniére modification 26:11:14 2023, L.l 25
Date de creation 43:117:13 2024 ,,w_ls 28




Clés publiques :

S openssl genrsa -out courte.pem 512
S openssl genrsa -out Etud.pem 1024
:~$ 1s
aDechiffrer.crypt clair.txt Etud.pem test
courte.pem fichier_dechiffrer test.chiffre
fichier_dechiffrer.txt

s i

S openssl genrsa -out courte.pem 512
S openssl genrsa -out Etud.pem 1024
Sils
aDechiffrer.crypt clair.txt Etud.pem test
courte.pem fichier_dechiffrer test.chiffre
fichier_dechiffrer.

S

g rsa -in courte.pem -text

Private-Key: (512 bit, 2 primes)

modulus:
00:c1:d8:2c:ea:1a:87:a2:46:31:32
f5:f8:47:36:Tf6:8a:8a:01:32:96:5f:
ac:52:bl1:e1:f4:3c:50:d1:8c:a3:40:
93:e2:d2:30:e8:34:00:66:34:22:19:
f9:73:b2:fe:d3

publicExponent: 65537 (©x10001)

privateExponent:
©a:48:00:f9:d9:b6:5f:f1:01:
07:d8:1f:1e:2c:72:ed:65:55:
9d:35:22:40:b9:78:66:e9:58:
52:4e:af:5f:ee:3f:28:d5:8e:

70:70:98:61

prime1:
00:ff:6d:c4:cd:ef:05
d2:01:bc:70:09:a9:2f
3f:8a:a7

prime2:
00:c2:47: :67:d9
1f:e6:52: :8f:eq
©4:eb:f5

exponentl:
22:68:2a: 971
12ccc:cb: :cb:806
34:69

exponent2:
©c:96:3b:
S5a:95:3e:
80:f9

coefficient:
©G0:ec:88:
40:do:e7:




: S openssl rsa -in Etud.pem -text

Private-Key: (10624 bit, 2 primes)

modulus:
00:db:84:1c:f5:ec:2b:5d:8b:7c:01:b4:c3:949:d9:
bd:9d:3e:bd:4e:61:47:85:a31:9d:49:54:ed:3b:95:
57:6b:c7:90:53:89:19:b4:37:fe:61:d6:a3c:03:90:
51:65:21:d8:9e:58:56:ac:f9:aa:03:b6:3a:f8:c2:
af:11:75:do:d3:ad:08:bb:c7:9e:59:a6:ba:a8:48:
70:9a:32:ba:c3:79:20:11:f0:8e:e2:df:d7:f2:30:
55:de:d5:61:ae:a3:ed:9a:85:6f:62:9f:ca:ed4:cd:
bd:70:39:bf:3a:7f:56:5b:3e:42:26:6d:71:90:22:
3a:7c:82:18:44:31:7f:8d:7b

publicExponent: 65537 (0x10001)

privateExponent:
3e:ad:01:f7:d5:6e:ac:4e:df:21:3d:93:7a3:34:91:
47:0c:5a:d0:be:48:0e:47:8e:b9:19:5e:82:dc:a9:
11:44:7F1:98:68:54:c6:98:10:b1l1:ae:b1:7e:72:fe:
43:79:d7:77:9€:91:60:€2:08:00:f7:4e:ef:27:e7:
©4:7d:37:13:31:b4:97:00:63:b9:82:6c:01:51:0cC:
a2:4c:98:35:97:1d:d3:0f:1a:d2:e2:6c:64:49:efT:
3a:8c:28:eb:cc:5a:14:21:8b:29:fd:4¢c:83:00:83:
dd:d3:5a:6d:e6:1e:71:59:f2:2d:7c:e9:a2:f4:14:
9b:6a3:73:09:f8:d9:14:41

primel:
O0:ef:ae:31:7a:60:49e:8d:95:4f:9c:cb:86:59:3c:
fb:51:9b:14:6d:1c:19:a3a:13:b9:6b:98:9€:02:93:
6d:19:46:57:cf:56:7b:3d:d2:84:db:72:78:f6:9a:
dd:84:01:2b:0c:9a:cc:e6:51:7b:03:3e:96:28:34:
ce:86:aa:01:f5

prime2:

S openssl rsa -in Etud.pem -noout
S openssl rsa -in Etud.pem -pubout
riting RSA key
----BEGIN PUBLIC KEY
IGFMAGGCSqQGSIb3DQEBAQUAA4AGNADCBLQKBgQDbhBZz17Ctdi3wBtMOU2b2dPrio
U+FoZ13IVOoe71lVdrxSBTiRmOp/ShiqwDkFFlIdieWFas+aoDtjr4wq8RddDTrQi7
55ZprqoSHCaMrrDeSAR8I7139FfyMFXelWGuo+2ahWoin8rkzbiwOb86f1ZbrkIm
bXGQI jp8ghhEMX+NewIDAQAB
--=--END PUBLIC KEY

s B

:-S openssl enc -aes - - c -in fichier_dechiffrer.txt -out reChiffre.crypt -k S(cat cle_aes.txt)

wn cipher: cbc
for summary.
c @0:error:0308016C:digital envelope routines:inner_evp_generic_fetch:unsupported:../crypto/evp/evp_fetch.c:349:Global d
efault library context, Algorithm : @), Properties (<null>)
S

7 S openssl rand -base64 234
LvYDOAECBEKu2fqkYGe31tBtSazjalgl/auiKRrdAIMmBTYMF2R6ht4LIYRVWHOW
mhJOGGNndpXxEbEI9r7k2xc9pFbHTgPMxt8M5N2Q087ZQ124yhnsE965bwileD845hMd
ASbQhacgukbJ@9B3c3NhNmkxeeYTUF119WcvTvTXX088MZQW4hvV8QoBsAZME] T
x8riPeiilG+dbSXUWpTTTdWNxX /NVHNZ/8DMnCkAymecaqjMfk/8NywOF6aEKXx2PmQ
+05263GbHFYﬁngDm#ikEﬁSdﬁRCxQSEGSNlZjU#SKiBtHDO+94HkUmXY

E s

-




:-S openssl help

(of:}
crl

dsa

enc
gendsa
info
nseq
pkcs7
pkeyutl
req
s_server
speed

ciphers
crlz2pkcs?
dsaparam
engine
genpkey
kdf

ocsp
pkcs8
prime
rsa

s _time
spkac

cmp
dgst

ec
errstr
genrsa
list
passwd
pkey
rand
rsautl
sess_id
srp
version

ts verify

essage Digest commands (see the "dgst' command for more details)
blakezs256 md4 md5
shal shaz224 sha256
sha3-256 sha3-384 sha3-512
sha512 sha512-224 sha512-256

DPENSSL-CMDS(1S5L) OpenSSL OPENSSL-CMDS(1S5L)

asnlparse, ca, ciphers, cms, crl, crl2pkcs7, dgst, dhparam, dsa,
dsaparam, ec, ecparam, enc, engine, errstr, gendsa, genpkey, genrsa,
info, kdf, mac, nseq, ocsp, passwd, pkcsi2, pkcs7, pkcs8, pkey,
pkeyparam, pkeyutl, prime, rand, rehash, req, rsa, rsautl, s_client,
s _server, s_time, sess_id, smime, speed, spkac, srp, storeutl, ts,
verify, version, x509 - OpenSSL application commands

EYNOPSIS
openssl cmd -help | [-option | -option arg]

[arg]

PESCRIPTION
Every cmd listed above is a (sub-)command of the openssl(1)
application. It has its own detailled manual page at openssl-cmd(1).
For example, to view the manual page for the openssl dgst command, type
"man openssl-dgst".

Among others, every subcommand has a help option.

-help
Print out a usage message for the subcommand.

FEEE ALSO
openssl(1), openssl-asniparse(1l), openssl-ca(l), openssl-ciphers(1),
openssl-cms(1), openssl-crl(1), openssl-crl2pkcs7(1), openssl-dgst(1),
openssl-dhparam(1), openssl-dsa(1l), openssl-dsaparam(1), openssl-ec(1),
openssl-ecparam(1l), openssl-enc(1l), openssl-engine(1),
openssl-errstr(1l), openssl-gendsa(l), openssl-genpkey(1),
openssl-genrsa(1), openssl-info(1), openssl-kdf(1), openssl-mac(1),
openssl-nseq(1), openssl-ocsp(1), openssl-passwd(1), openssl-pkecs12(1),
openssl-pkcs7(1), openssl-pkcs8(1), openssl-pkey(1),
openssl-pkeyparam(1), openssl-pkeyutl(1), openssl-prime(1),
openssl-rand(1), openssl-rehash(1), openssl-req(1l), openssl-rsa(l),
openssl-rsautl(1), openssl-s_client(1), openssl-s_server(1),
openssl-s_time(1), openssl-sess_id(1), openssl-smime(1),
openssl-speed(1), openssl-spkac(1), openssl-srp(1)

Manual pane rand(1sslY line 1/61 72% (press h for helpo or a to auith




:-$ cd Desktop/
3 S touch text.txt
openssl enc -bf-cbc -in text -out text.chiffren

touch text.chiffre
3 openssl enc -bf-cbc -in text -out text.chiffre

Can't open "text" for reading, No such file or directory
807BD10707750000:error : 80000002:system library:BIO_new_file:No such file or directory:../[
crypto/biof/bss_file.c:67:calling fopen(text, rb)
807BD10707750000:error:10000080:BI0 routines:BI0O new file:no such file:../crypto/bio/bss_
file.c:75:

S openssl enc -bf-cbc -in text.txt -out text.chif
fre
enter BF-CBC encryption password:
Verifying - enter BF-CBC encryption password:
**%* WARNING : deprecated key derivation used.
Using -iter or -pbkdf2 would be better.
Error setting cipher BF-CBC
803B5CF4FF720000:error:0308010C:digital envelope routines:inner_evp _generic_fetch:unsuppo
rted:..fcrypto/evp/evp_fetch.c:349:Global default library context, Algorithm (BF-CBC : 11
), Properties ()

openssl enc -base64 -d -in text.chiffre -out tex

cat text.dechiffre
openssl enc -base64 -d -in text.chiffre -out tex

cat text.dechiffre
openssl rsa -in =<fichier> <taille=>

syntax error near unexpected token "<
H openssl genrsa -out courte.perm 512

courte.perm

courte.perm

Private RSA Key
strength: 512 bits

Algorithm: RSA
Size: 512

Fingerprinkts

SHAT: 41 8C 17 84 E4 CC B2 BC 2C E9 50 B8 93
2E AE 14 9D 08

SHA256: 36 34 9E 19 4A 99 1B 90 CC 32 27 36 21
2F 8D 1B D7 8D 54 3F 7D 64 9A 24 3C 5B
91 45 B5




openssl enc -base64 -d -in text.chiffre -out tex

cat text.dechiffre
openssl enc -base64 -d -in text.chiffre -out tex

cat text.dechiffre
openssl rsa -in <fichier> <taille=

openssl genrsa -out courte.perm 512
Erenﬂsl genrsa -out etud.pem 1024

etud.pem

etud.pem

Private RSA Key
Strength: 1024 bits

H k]

:17:

H L

1cd

exponentil:

008:9d:
3f:f1:6

63:71:

82:54:
49:29:e

exponent2:

LXH

HGH

:d1

coefficient:

02: 14:6b:

3b:a6:ce:45:

cc:ba:2d:d6:

e0:89:d2:a9:

cb:9c: do
writing RSA key
- -BEGIN PRIVATE KEY
MIICdgIBADANBgkghkiGOwOBAQEFAASCAMAWggIcAgEAAOGBANS0IBYSGHCB170Q/
e6UdIqIL5nKaxRyXlayEKrFkwAe®8ZgClnfhniU1C2ucDHKCQG2AlepqrNzgBHMRD
apMqoJoudIZj5SwN7KwMMFa/RXSsdwOCeRVFwzehIBDUWVMdPtUe®A1qeyYXtVvlo
WskbCP50cxzv66QGm+D5U3Mhkag9AgMBAAECGYAGrOnco8wKizZfo2964/ujGK7G0
hrp+ApfgPbYtutDWt4c5oHf+swIMOhkaXT30NnaidQDVkVouuyv1luguB6/sWdDo+
dogYLU11lp+EVbQIsiwhdyqy72xovdqhAYfTxnul7F1gfWerjljve+SsKpgZrpkpy
IWZHXPFXwmQeP2eAAQIBAPTEUNQNELPFNHP2QY6pPr1X9Jt2/ /IbEQ] jaDsQULLF
GR1g1mWy+nvga+N3xILRors2yfoVpLL91phPIAbZMAECQQDoNL ja4Y+0o0oSUDZdwI
XOSTCKVAVSPMB2FZXUCHT7 twX2+117LcL9HvZz t6PCyzaDwBUMkdy6bUhFTvIsSnN
UTg9AKEANalRfIVmMx8/z90X8WE4 /8BHQET teaCZWLHVSMIO2 jcS3SWZAUYbESKy19
1SmCVN1/vqON+h6S1hBuPnFJIKeAgAQJIADOMZLeNW1a2dDBgGOIXMXgLXL12DA10E
s6tE2CZnBnjPXILneTVVIWvkjySbmjnglgWC7I2MGK2GFRGN5STIGUPOQ
+BKZsrwlFNHBO6bORQIT61K@ahqedEOnzLot1hpwFnB9Wefp/btP41
GfYw/DD8Y52G2Q=

END PRIVATE KEY




Certificat :

g S openssl req -new -key etud.pem -out marequete.pem
You are about to be asked to enter information that will be incerporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:maroc

String too long, must be at most 2 bytes long

Country Name (2 letter code) [AU]:ma

State or Province Name (full name) [Some-State]:oued zem
Locality Name (eg, city) []:oued zem

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ensa
Organizational Unit Mame (eg, section) []:ensa

Common Mame (e.g. server FQDN or YOUR name) []:chater

Email Address []:chater@gmail.iric

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:chater

An optional company name []:ensa

5
5

openssl req -in marequete.pem -text -noout
Certificate Request:
Data:

Version: 1 (0x0)

Subject: C = ma, ST = oued zem, L = oued zem, 0 = ensa, OU = ensa, CN = chater, ema
1lAddress = chater@gmail.iric

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (1024 bit)

Modulus:
00:de:68:20:17F:79:18:77:01:d7:
22:a2:0b:e6:72:9a:
cO:07:b4:66:00:a5:
1c:a0:90:1b:60:25: ]
6a:93:2a:a@:9a:2e: e
15:af:d1:5d:2b:: 3
04:3b:96:54:c7:
56:f9:68:5a:¢c9:1
9b:e®:f9:53:73:

Exponent: 65537 (0x100801)

Attributes:
unstructuredName :ensa
challengePassword :chater
Requested Extensions:
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
08:4e:9d:25:cb:a6:fc:2a:8c:
:83:21:86:b8:dd:d5:e4:50:

:00:c5:01:00:6b:ea:f9:b3:2 3

:11:1f:af:0e:8f:5a:a1:b0:00:e4:cd:

:0b:ff:10:9d:14:c3: ]

:64:19:fe: tel:

:e7:69:b5:¢

PAR:
Chater Ahmed

Coulibaly Daouda David



