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Section 1: Interaction avec un simulateur d’API :

Apres nous avons téléchargé I'image depuis cicso, nous la installons sur VMWARE :

School Library - Chromium

@ School Library

& > C © Notsecure | library.demo.local/

Are you a developer? We have APIs!

Welcome to the School Library Click here for API docs.

Navigation
Here is a list of our books currently in the library.

Our Books
1] IP Routing Fundamentals Mark A. Sportack
Contact
1 Python for Dummies Stef Maruch Aahz Maruch
2 Linux for Networkers Cisco Systems Inc.
3 NetAcad: 20 Years Of Online-Learning  Cisco Systems Inc.

Etape 1 : Lister les livres avec leur ISBN via ’API GET /books :

Name Description
includelSBN
(e Include in the results the ISBN numbers. Default=false
(query)
[ true v ]
sortBy
string Sort results using the specified parameter. Default=id
(query) [ ]
author Return only books by the given Author.
string )
(query) author - Return only books by the given Auth
page
integer To save resources and bandwidth, larger replies might be broken down into smaller pages with 10 reconds per page. The REC5988 (Web Linking) standard in HTTP Reply Headers
(query) is used for pagination.

The “page” parameter is then used to specify the page number.

page - To save resources and bandwidth, lar¢

Responses Response content type [ application/json v ]

Résultats de requéte avec isbn = true:



- e |

Responses Response content type | application/json hd ]

Curl

curl -X GET "http://library.demo.local/api/vl/books?includeISBN=true" -H "accept: application/json"

Request URL

Server response

Foda Nataile

Etape 2 : Obtenir un jeton (token) via I’API POST /loginViaBasic:

School Library API P

re | library.demo.local/api/v1/docs 4

|m /books/{id} Signin ‘

http://library.demo.local

. Your connection to this site is not private |
/books/{id} 7 &
Username | cisco
m /loginViaBasic
Password | sessseend |
Parameters

S l m
No parameters

Responses Response content type [ application/json ~ ]
Code Description

Headers:

Name Description Type

Authorization: Basic BASE64 encoded username:password string

|m /LoginVialSON

Le jeton :

Request URL

http://library.demo.local/api/vl/loginViaBasic

Server response

Code Details

20
1
[

"token": “cisco|Efp8RgNH34jAKZ1K6omLCwk5 fNSKo135VsUMBCKLIBW"
Download

Response headers

access-control-allow-origin: http://library.demo.local
content-length: &9

content-type: application/json

date: Mon, 21 Apr 2025 14:37:42 GMT

server: Werkzeug/0.14.1 Python/3.8.2

vary: Origin

Responses

Code Description




Authorize pour que les API verrouillées sont devient accessibles.:

Available authorizations

apikey (apiKey)

Name: X-API-KEY
In: HTTP headers

Value:

4kyqnjU5pzm2b16lgHQGXQ) |

Résultats :

Available authorizations

apikey (apiKey)
Authorized

MName: X-API-KEY
In: HTTP headers

Value: EEEE E X3

Logout I Close

Etape 3 : Ajouter des livres via '’API POST /books:
Ajoutons un livre avecid 4 :

/books &

Parameters

Name Description

payload *
(body)
)
application/json @
e )

Responses Response content type [ applicationfjson ~

cun



Résultats :

" \idy": 4, \"title

Request URL

Server response

Code

200

Responses

Code

200

.demo. Local/api/
Pvé Fundamentals\'

ibrary.demo.local/api/

son” -H "X-API-KEY:

cisco| fM_cM3Clef9VuneymgEEbTIEWCWEVEfihXgmX_19wAQ" -H "Content-Type: application/json”

\"Wahid Moncefl

Details

Response body

Response headers

access-control-allow-origin: http://library.demo.local
content-lengt 58

content-type: application/json

date: Mon, 21 Apr 2825 14:47:17 GMT
server: Werkzeug/8.14.1 Python/3.8.2
vary: Origin

Description

Success

Ajoutons un autre livre avec id 5 :

m /books

curl =X POST "http
"y

Parameters
Name Description
pay1oad & renuired
I |
(body) i e
{ i
"id": §,

"title™: "ttttals”,
“author":

}

"Wahid Moncef"

Parameter content type

[ application/json

7]

Responses

flibrary.demo.local/api/vl/books™ -H "accept: applicatio
5, \"titley":

son” -H "X-API-KEY: cisce|fM_cMSCLlef9VwneyngEl

ttttals\”, “Vauthor\”: \"Wahid Moncefy"}"




Retournons a I'onglet School Library (http://library.demo.local) et actualisez la page pour vérifier I'ajout :

r @ School Library

« =2 C @® Notsecure | library.demo.local/

Our Books

Open Hours

Book ID Title

0 IP Routing Fundamentals

Contact
1 Python for Dummies
2 Linux for Networkers
3 NetAcad: 20 Years Of Online-Learning

Pv6 Fundamental.

Etape 4: Supprimer un livre avec I’API DELETE /books{id} :

/books/{id}

Mark A. Sportack
Stef Maruch Aahz Maruch
Cisco Systems Inc.

Cisco Systems Inc.

Parameters

Name Description
el # required

integer 4
{path)

Cancel

Clear |

Responses

Curl

Request URL
library.demo. local/api/vl/books/4
Server response

Code Details

200 Response body

Pv6 Fundamentals",
Wahid Moncef"

Response headers

access-control-allow-origin: http://library.demo.local
content-length: 88
content-type: applicatio

2825 1

date: Mon, 21 Aj
server: Werkzeug/9.14.1
vary: Origin

Responses

curl -X DELETE "http://library.demo.local/api/vl/books /4" -H "accept: application/json” -H "X-API-KEY: cisco|fM_cMIClef9VuneymqEELT 3EWCWEVETihXgnX_19wAQ"

Response content type | applicationfjson A |

Retournons a I'onglet School Library (http://library.demo.local) et actualisez la page pour vérifier suppression de livre id 4 :



l @ School Library x

& 5 C @ Notsecure | library.demo.local/

Our Books

Openibiolis Seekl® e _
0 IP Routing Fundamentals Mark A. Sportack
Contact
1 Python for Dummies Stef Maruch Aahz Maruch
2 Linux for Networkers Cisco Systems Inc.
3 NetAcad: 20 Years Of Online-Learning Cisco Systems Inc.
5 trttals Wahid Moncef

Etape 1 : Ouvrir Postman & Etape 2 : Lister les livres avec '’API GET /books:

Postman

File Edit View Help

Q E
Launchpad GET hittp./flibrary.demo.local/apifvl... @ + e
History Collections APIs Untitled Request
B Save Responses Clear all
GET ¥  http://library.demo.local/apifvl/books
- Today
ser  http://library.demo local/apifvi/books | params Authorization Headers (6) Body Pre-request Script Tests Settings

Query Params
KEY VALUE
Value

Body Cookies Headers (5) Test Results

Pretty Rawr Preview Visualize JSON - =

1 |

2 {

3 "id": @,

4 "title": "IP Routing Fundamentals"”,
5 "author": "Mark A. Sportack"

6 i

7 {

8 "id": 1,

9 "title": "Python for Dummies",

10 "author": "Stef Maruch Aahz Maruch”
11 I

12 {

13 "id": 2,

14 "title": "Linux for Networkers™,

15 "author": "Cisco Systems Inc."”

16 I

17 {

18 "id": 3,

19 "title": "MNetAcad: 28 Years Of Online-Learning”,
20 "author": "Cisco Systems Inc."”

21 I

22 {

23 "id": 5,

24 "title": "ttttals",

25 "author": "Wahid Moncef"



Etape 3 : Obtenir un jeton (token) avec I’API POST /loginViaBasic:

Nous n’avons pas I'accés, car on a pas load nos coordonnés

rary.demo.local/apiivi... ® htpr//library.demo local/apiiv... ® == eee

Launchpad

Untitled Request

POST = http:/flibrary.demo.local/apifvi/loginviaBasic
! Params Authorization Headers (7) Body Pre-request Script Tests Settings
v Query Params
KEY VALUE DESCRIPTION

Body Cookies Headers(6) Test Results

Pretty Raw Preview Visualize HTML 5

1  Unauthorized Access

Etape 4 : Ajouter un livre via POST /books

No Environment v o

save ”

Cookies Code
**s | Bulk Edit

Status: 401 UNAUTHORIZED Time: 8ms  Size: 2728 Save Response v

mQ

Launchpad GET http://library.demo.local/apifvl... @ http:/flibrary.demo.local/apify. @

Untitled Request

all
POST »  httpiflibrary.demo.local/apifv fbooks
igin Params Authorization @ Headers (8) Body Pre-request Script Tests Settings
aginv TYPE
APl Key v
ooks
The authorization header will be automatically generated when you Key
send the request. Learn more about authorization
Value
Add to

Remplissons le body par un livre avec titre (IPV6 FUNDAMENTALS) :

POST ~  httpi/flibrary.demo.local/api/vi/books
Params Authorization @ Headers (9) Body @ Pre-request Script Tests Settings
none form-data xwww-form-urlenceded @ raw binary GraphQL  JSON ~
1
2 "id": 11,
3 Pv6 Fundamentals",
4 Wahid Moncef",
5 "isbn": "123 654789987456123"
6
Body Cockies Headers (5) Test Results
Pretty Raw Preview Visualize JSON ~ =
il

[E Ny

http://library.demo.local/apifv... ® + e

@ Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environme:

X-API-KEY
cisco | fM_cM9ClefoVinneymgEER73EWCWEVEFihXgmXx_19

Header

Status: 200 0K Time: 21ms  Size: 2598 Save



Etape 5 : Vérifier les livres ajoutés via GET :

Launchpad GET http://library. demo.local/apifivi.. ® POST httpi//library.demo.local/apifv... ®
GET = | httpe/flibrary.demo.local/apifvl/books?indudel SBN=true&sortBy=author
all
Pretty Raw Preview Visualize JSON - 5
wok 1
T 2 {
3 "id": 2,
J0ks 4 "title": "Linux for Networkers",
»oks 5 "E_luthor": "Cisco Systems Inc.”,
6 "isbn": "006-0000008123"
yoks 7 I
& {
gin 9 "id": 3,
10 "title": "NethAcad: 28 Years Of Online-Learning"”,
11 "author": "Cisco Systems Inc.",
giny 12 "isbn": "006-0000001123"
13 I®
14 {
soks 15 "id": @,
16 "title": "IP Routing Fundamentals"”,
17 "author": "Mark A. Sportack",
18 "isbn": "978-1578708714"
18 I®
20 {
21 "id": 1,
22 "title": "Python for Dummies",
23 "author”: "Stef Maruch Aahz Maruch”,
24 "isbn": "978-0471778646"
25 Ie
26 {
27 "id": 5,
28 "title": "ttttals",
29 "author”: "Wahid Moncef"
30 I8
31 {
32 "id": 18,
33 "title": "IPv6 Fundamentals",
34 "author”: "Wahid Moncef",
35 "isbn": 123 654789987456123"
36 Iy
37 {

Etape 6 : Utiliser des paramétres supplémentaires avec GET /books :

ISBN :

POST httpi/flibrary.der

Authorize

Japilvl oefaut namespace -
ot
—
Name Desaription
includelSBN
boolean Include in the results the ISBN numbers. Default=false
(query)
true -
sornBy
o Sort results using the specified parameter. Default=id
(query)
author Return only books by the given Author.
strin
lv":r‘:l author - Return only books by the given Auth
page )
integer To save resources and bandwidth, larger replies might be broken down into smaller pages with 10 reconds per page. The REC5888 (Web Linking) standard in HTTP Reply Headers
PP is used for pagination.
The “page” parameter is then used to specify the page number.
page - To save resources and bandwidth, lary




LRSS L= e ) I\.'E\.-ll.vl":.'ﬂ.

GET * | http/flibrary.demo.local/apiivi .’bc:-oks?incIudeISBN=t*ue&5&rtEI}-'=authﬂd
Farams @ Authorization Headers (6) Body Pre-request Script Tests Settings
Query Params
KEY VALUE
includelSBN true
sortBy author
Résultats :
Responses Respons

Curl

curl -¥X GET "http://library.demo.local/api/vl/books?includeISEN=trueisortBy=author” -H "accept: applicatien/json"

Request URL

library.demo.local/apisvl/bo includeISEN=trueksortBy=author

Server response

Code Details

L Response body

Linux for Networkers",

"Cisco Systems Inc.",
@66 -beabBaEL23"




GET

Pretty
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Section 2 Découverte et utilisation du protocole RESTCONF :

los xe est dans un état UP :

v | http://library.demo.local/apifvi/books?includelSBN=true&sortBy=author

GET | ). ary.

il

Raw Preview Visualize

{
"id": 2,
"title": "Linux for Networkers",
"author": "Cisco Systems Inc."”,
"isbn": "000-0000BOO123"

i

{
"id": 3,
"title": "MetAcad: 20 Years 0f Online-Learning”,
"author": "Cisco Systems Inc.",
"isbn": "000-0000BO1123"

I8

{
"id": @,
"title": "IP Routing Fundamentals",
"author": "Mark A. Sportack",
"isbn": "978-1578700714"

i

{
"id": 1,
"title": "Python for Dummies",
"author": "Stef Maruch Aahz Maruch",
"isbn": "978-0471778646"

i

{
"id": 5,
"title": "ttttals",
"author”: "Wahid Moncef"

In

{
"id": 18,
"title": "IPv6 Fundamentals",
"author": "Wahid Moncef",
"isbn": "123 654789987456123"

i

{

hostname

10S XE Details

Active

devnetsandboxiosxe.cisco.c..

Clsco12345

There was an error processi...

admin

Etape 1 : Vérification de I'adresse IP du routeur CSR1kv :



at8oeeV#show ip int

at80p0vV#Eshow ip interface br

at800evV#show ip interface brief
Int:rdec IP-Address OK? Method Status Protod
GigabitEtherneti1 10.16.20.48 YES NVRAM up up
GigabitEthernet2 unassigned YES NVRAM administratively down down

GigabitEthernet3 unassigned YES NVRAM administratively down down

Loopback® 160.8.0.1 YES NVRAM up up
Loopback1® unassigned YES unset up up
Loopback21 172.16.2.254 YES manual up up
Loopback1®1 unassigned ¥YES unset up up
VirtualPortGroup® 192.168.1.1 YES NVRAM up up
catseeov#]]

Etape 2 : Vérification de la connectivité réseau depuis la VM DEVASC :
Nous avons passé |'étape de Ping , mais |'étape de ssh fonctionne :
Etape 3 : Vérification de la connectivité SSH vers le routeur CSR1kv :

devasc@labvm: ~
File Edit View Search Terminal Help
want to 0 C J yes
ntly adc C sandbox XEe. ' (RSA)
to the 11HT of known hosts.

Y ROUTER

Welcome to the DevNet Sandbox for Cat8000V and I0S XE
The following programmability features are already enabled:

-NETCONF
-RESTCONF

Thanks for stopping by.

catsooov#l]

Etape 1 : Vérification du fonctionnement des démons RESTCONF :

Loopback21 172.16.2.254 YES manual up
Loopback181 unassigned YES unset up
VirtualPortGroup® T 1 I I | NVRAM up
Cats8oeov#show platform software yang-man ent process
: Running
nes Running
Running
anbhd Running
dmiauthd Running
nginx Running
ndbmand Running
pubd HILLGe

catseoova]]

School Library - Chromium




Etape 2 : Activation du service RESTCONF & Etape 3 : Activation du service HTTPS :

CatBo0OV#conf t

EntPr configuration commands, one per line. End with CNTL/Z.
at80@evV(config)#

Ca t~ﬂﬂﬂh:Cunf1g}#r stconf

Cat8000V(config)#configure terminal

M

% Invalid input detected at '~' marker.

Cat8eeoVvV(config)#ip http secure-server
CatB8000V(config)#ip http authentication local
CatS}GDv:Cunflg}#Hh1t

at8o0oov# school Library - Chromium

Etape 1 Lancer Postman sur la machme virtuelle DEVASC :

t GET https://devnetsandbox; GET https://devnetsandbaxic
i https://devnetsandboxlosxe.clsco.com/restcon/ [E) save o>
(]
GET ~ https:/fdevnetsandboxiosxe.cisco.com/restconf/ m &
Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies

Query Params

Key Value Bulk Edit

Could not get response

SSL Error: Unable to verify the first certificate | Disable SSL Verification

Learn more about troubleshooting API requests

Etape 2 : Créer une nouvelle requéte GET RESTCONF :

i https:// clsco, Irestcont/ [B) save <o
GET ~ https://devnetsandboxiosxe.cisco.com/restconf/ m [
Params Authorization = Headers (9) Body Pre-request Script Tests Settings Cookies
Headers 7 hidden
Key Value Bulk Edit
Accept application/yang-data+json
Content-Type application/yang-data+json
Body Cookies Headers (12) Test Results @, sStatus: 404 Not Found Time: 1350 ms  Size: 726 B Save Response v

Prettv Raw Preview Visualize JSON v = m O



Désactivons SSL :

SETTINGS >
General Themes Shortcuts Add-ons Certificates Proxy Update About
Request Headers
HTTP version  MEW HTTP/1 Send no-cache header OFF
Co Nr=T el oo
Selectine HTTR version to use Send Postman Token header @ on
for sending the request.
Retain headers when clicking on links OFF
Request timeout in ms 0
Set how long a request should wait for a Automatically follow redirects @ on
response before timing out. To never
time out, set to 0. Send ancnymous usage data to D oM
Postman
Max response size in MB 50
Set the maximum size of a response to User interface
download. To download a response of Two-pane view OFF
any size, set to Q.
Show icons with tab names @) on
SSL certificate verification @& on
Language detection Auto -~ Editor settings Reset
Font Farnily
Always open requests in new tab OFF

IBMPlexMono, monospace, 'Droid Sans Fallback!

Nous avons trouvé des problémes de connectivité en couche OSI niveau 3, (par contre au niveau 7 ‘HTTPS’
fonctionne bien !)

devasc@labvm: ~
File Edit View Search Terminal Help

m:~$ ping -c 5 devnetsandboxiosxe.cisco.com
PING devnetsandboxtosxe cisco.com (pEFPPrIIPIYIEF]) 56(84) bytes of data.

- devnetsandboxiosxe.cisco.com ping statistics ---
5 packets transmitted, 0 received, 100% packet loss, time 4077ms

de S

: Running




